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Abstract Biometric authentication systems (BASs) have various advantages over traditional authentication systems such as password based systems. In BASs, information related
to individuals’ physical and psychological characteristics is employed for authentication.
The leakage of such information will breach individuals’ privacy severely. To simultaneously protect privacy and achieve higher authentication accuracy, privacy preserving
multibiometric authentication systems (PPMASs) have been developed. This paper provides
a comprehensive review of PPMASs. Specifically, we outline the requirements of PPMASs
and discuss the state-of-the-art PPMASs. We also discuss PPMASs in the context of mobile
and cloud based applications. Furthermore, we show the drawbacks of the existing PPMASs
and point out the future research directions of PPMASs.
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1 Introduction
Due to the exponential growth of Internet related technologies and the development of automated systems, reliable authentication has become an essential part of automated access
control. Traditionally, passwords, pin numbers and identity cards are used for authentication. However, attackers could compromise these knowledge and token based authentication
systems by guessing passwords and pin numbers and by stealing identity cards. Besides,
users need to remember their passwords and pin numbers and carry their identity cards,
which is inconvenient.
To tackle the drawbacks of traditional authentication systems, biometric authentication systems (BASs) were introduced, which use certain biometric traits of individuals for
authentication, including fingerprint, face, voice, iris, keystroke pattern and hand geometry.
In a normal BAS, at the enrolment stage, the features extracted from biometric traits, known
as templates, are stored in a database. At the authentication stage, these stored templates
are compared against the templates derived from the received biometric signal. If the stored
information is compromised, the details of individuals’ biometric traits could be leaked.
Since biometric traits are irreplaceable, their leakage can cause serious and continuous
threats to the privacy of individuals.
In general, the more biometric signals are used for authentication, the higher authentication accuracy can be achieved [30], due to three reasons. First, the use of multiple
biometric signals reduces intra-class variability and inter-class similarity. Intra-class variation mainly occurs when a user interacts with the sensor differently, such as a different facial
pose. Inter-class similarity occurs when multiple users have largely overlapping feature
sets. This generally happens when the BASs comprise a large number of users. Second, it
ensures sufficient population coverage and thus minimizes the problem of non-universality.
Here, non-universality denotes the inability to extract necessary biometric information from
certain group of users based on the nature of their biometric traits and it can occur in
different scenarios. For example, certain individuals may have fingerprints with low quality ridges. When extracting features (known as minutiae points) from those fingerprints,
non-universality may occur. Third, it improves the robustness against attacks, such as
spoofing attack. This is because it is difficult to produce multiple fake biometric signals
simultaneously.
There are three types of BASs employing multiple biometric signals: multi-modal [51],
multi-instance [36] and multi-sensory [1] authentication systems. In a multi-modal authentication system, different biometric traits, such as fingerprint and voice, are used in a
combined manner. In a multi-instance authentication system, two instances of the same
biometric trait, such as left iris and right iris, are fused together to achieve better performance. In a multi-sensory authentication system, the biometric signals obtained by using
different sensors, such as optical and infrared sensors, are used simultaneously to perform
authentication.
In a BAS, if the stored information is compromised, the details of an individual’s biometric traits could be leaked. If more biometric signals are used in a BAS, then more biometric
information about the individual needs to be stored in the database. Hence, a privacy breach
can cause more severe damage compared to a privacy breach in the case where only one
biometric signal is used. In addition, with the increase of biometric signals, the requirement
on computation power and storage capacity will rise. As a result, one might have to use distributed systems and third party resources, such as clouds, in the BAS. This further increases
the risk of privacy violation. Therefore, privacy protection is of ultimate importance to
BASs.
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In order to protect the privacy of individuals, privacy preserving biometric authentication
systems (PPBASs) were proposed. In PPBASs, a distorted version of the biometric template,
instead of the biometric template itself, is stored in the database. The distorted version of
the biometric template is designed in such a way that an attacker cannot reconstruct the
original biometric data from it. Similar to normal BASs, both single biometric signal and
multiple biometric signals can be used in PPBASs. The PPBASs using one biometric signal
are called unimodal PPBASs, while the PPBASs employing multiple biometric signals are
called privacy preserving multibiometric authentication systems (PPMASs). Since PPMASs
can achieve considerably higher authentication accuracy than the unimodal PPBASs, they
have recently attracted much attention from researchers in the research community [30].
PPMASs can be broadly classified based on different fusion levels, which are feature
level fusion, score level fusion and decision level fusion. In PPMASs utilizing feature level
fusion, a feature vector containing features from different biometric signals is constructed.
To protect privacy, the constructed feature vector is distorted and the distorted vector is
stored in the database, which will be used for authentication. In score level fusion based
PPMASs, some matching scores are generated from privacy preserving modules by comparing the features from different biometric signals. These matching scores are combined in
a certain manner and the final outcome is used for authentication. In decision level fusion
based PPMASs, authentication decisions from individual modules are combined to make
the final decision.
Biometric based authentication systems include several systems such as traditional BAS
and PPMAS. However, in this paper we limit our attention to PPMASs and give a comprehensive overview of PPMASs. The existing issues of PPMASs will be summarized and
discussed. In addition to this, we will show the challenges and future research directions
related to PPMASs. The remainder of the paper is organized as follows. Section 2 presents
the requirements on PPMASs and Section 3 discusses the current developments in PPMASs.
The watermarking based fusion technique is presented in Section 4. In Section 5, we discuss the PPMASs related to mobile and cloud computing. Section 6 shows the challenges
and future research directions in PPMASs and Section 7 concludes the paper.

2 Requirements on PPMASs
The primary requirements on PPMASs are to achieve high authentication accuracy and
preserve the privacy of individuals. Other requirements relate to computational efficiency,
storage and implementation.

2.1 Authentication accuracy related requirements
–
–
–

Low false acceptance rate (FAR): Low FAR ensures the ability of the system to reject
an individual who is not enroled in the system.
Low false rejection rate (FRR): Low FRR implies that the system should not reject a
genuine user. For a given PPMAS, there is a tradeoff between FRR and FAR.
Low successful attack rate (SAR): SAR refers to the probability that a system authenticates an imposter instead of a genuine user aided by some additional information about
the stored template. Thus, SAR should be as low as possible for an authentication system. Clearly, SAR is always greater than or equal to FAR, as additional information
always increases the imposter’s ability of getting a false authentication.
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2.2 Privacy related requirements
–

–

Irreversibility: It should be computationally very difficult to reconstruct original biometric features, corresponding to one or more of the biometric traits, from the distorted
biometric template stored in the database. This privacy requirement is particulary
important to PPMASs as compared with a unimodal PPBAS, a PPMAS stores more
biometric data in the database.
Unlinkability: Unlinkability refers to the ability of creating many uncorrelated versions
of biometric features from a given set of biometric signals. For example, assume that an
individual’s two distorted versions of fingerprint are stored in two different databases.
If these two versions are unlinkable, both of them should have very little similarity such
that it is impossible for an attacker to realize that these two versions belong to the same
individual. Good unlinkability lowers the risk of privacy leakage via cross-matching
the protected templates stored in the database.

2.3 Other requirements
–

–

–

–

High computational efficiency: For a practical authentication system, the computational
complexity should be kept as low as possible to achieve high computational efficiency,
especially in time demanding applications such as defence related authentication.
Low storage requirement: Low storage requirement is important to an authentication
system as excessive demanding on storage could lead to the usage of third party facilities (such as clouds), which can risk the privacy of the stored templates. Besides, using
large volume of data can reduce the processing efficiency of the authentication system.
Flexibility: A PPMAS should be easily tailored according to the needs of the applications, e.g., the authentication accuracy (FAR or FRR) of the PPMAS should be
adjustable based on the application requirements. Moreover, the PPMAS should have
a fusion algorithm such that when needed, biometric traits can be added to or removed
from the authentication system.
Modularity: The design of a PPMAS should be modular and compatible with other
modules. This makes the design process and fault diagnosis easier.

3 Current developments in PPMASs
3.1 Privacy preservation in PPMASs
In a PPMAS, information from multiple biometric signals is used to authenticate people
while preserving people’s privacy. The privacy preservation techniques are normally based
on either biometric encryption or cancelable biometrics.

3.1.1 Biometric encryption
In biometric encryption based techniques, the features extracted from biometric signals
are encrypted using cryptographic techniques. The major challenge in combining biometrics with cryptography is the variation of biometric features due to their noisy nature.
Because of this, standard cryptographic algorithms cannot be used. Instead, fuzzy based
encryption techniques were developed to protect the privacy of biometric signals, which
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can be classified into key binding mode based techniques and key generating mode based
techniques.
–

–

Key binding mode based techniques: The biometric features from multiple biometric
signals are used to encrypt a secret key. The biometrically encrypted secret key and
the hash value of the secret key are stored in the database. During the authentication
phase, the secret key is retrieved from the received biometric signals and the stored
biometrically encrypted secret key. Then, the hash value of the retrieved secret key
and the stored hash value are compared for authentication. The popular authentication
methods built upon the key binding mode include fuzzy vault [31, 34, 47] and fuzzy
commitment [14, 20, 49].
Key generating mode based techniques: The concept behind the key generating mode
based techniques is to generate the secret key directly from the biometric features
extracted from multiple biometric signals. The hash value of the key is stored in the
database. At the authentication stage, the secret key is generated from the received biometric signals. Then, the hash value of the generated secret key is compared against the
stored hash value for authentication. Fuzzy extractor is a well known privacy preserving
mechanism which uses the key generating mode based technique [3, 4, 35].

3.1.2 Cancelable biometrics
In order to protect privacy, the cancelable biometric based techniques add repeatable
distortions to the biometric features extracted from multiple biometric signals [21, 39].
The parameters which control the amount of distortions are derived from a user defined
secret key. The cancelable biometric based techniques can be divided into biohashing and
non-invertible transform based techniques.
–

–

Biohashing based techniques: In biohashing based techniques [18, 27, 50], the feature
vector is first extracted from biometric signals. This vector is generally sensitive to
input variations such as misalignments and geometric transformations (e.g., scaling and
rotation). In order to make the extracted vector insensitive to variations in the input,
the vector extracted from biometric signals is pre-processed. Then, a random vector
is generated using a user defined secret key. By combining the pre-processed feature
vector and the random vector, the biohash is generated and stored in the database. At
the authentication end, we generate the biohash from the received biometric signals
and the secret key. After that, authentication is performed by comparing the generated
biohash and the stored biohash.
Non-invertible transform based techniques: In non-invertible transform based techniques [40, 43, 48], the biometric features extracted from biometric signals are
transformed by a one-way function and the transformed features are stored in the
database. During authentication, the transformed versions of the biometric features are
generated from the received signals and compared against their stored counterparts.

The Table 1 provides the strengths and weaknesses of the commonly used privacy
preservation techniques. In order to objectively compare the specific privacy preserving
techniques such as fuzzy vault, fuzzy commitment, and fuzzy extractor, we performed
the simulation. Table 2 shows the objective comparison between the specific privacy
preservation techniques in terms of FRR and FAR.
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Table 1 Comparison of privacy preserving techniques

Feature
extraction

Key binding

Key generation

Cancelable biometric

based techniques

based techniques

based techniques

Based on privacy and

Based on privacy and

Relatively simple

accuracy requirements

accuracy requirements

Revocability

Yes

Yes

Yes

Storage

Low

Very low

Medium

Most of the techniques

Lower computational

Can achieve higher level of

requirement
Strengths

are able to cope with

complexity

authentication accuracy when

unordered feature sets
Challenges

biohasing based technique is used

Hard to achieve privacy/
accuracy tradeoff

– Difficulty in generating
sufficiently long keys

in PPMASs

– Difficult to achieve privacy/
accuracy tradeoff in Cancelable
biometric based PPMASs

– Difficulty in generating
updatable keys

– Privacy can be breached using
blind de-convolution methods

3.2 Existing PPMASs
Figure 1 shows the generic structure of a typical PPMAS. Based on the mechanisms used to
fuse the biometric features the existing PPMASs can be broadly classified into feature level
fusion based PPMASs, score level fusion based PPMASs, and decision level fusion based
PPMASs.

3.2.1 Feature level fusion based PPMASs
In the feature level fusion based PPMASs, the features are extracted from different biometric signals, followed by combining these features to construct a feature vector. To preserve
privacy, the feature vector is altered and the altered version is stored in the database. In the
authentication phase, a new feature vector is constructed from the received biometric signals
and then altered. Afterwards, authentication is conducted by comparing this altered feature
vector against its counterpart stored in the database. Depending on the privacy protection

Table 2 Objective comparison of performances of privacy preserving techniques
Techniques used

Traits

Data set

No. of subjects

Performance

Fuzzy vault [31]
Fuzzy commitment [5]

Fingerprint

FVC 2006-DB2, DB4

300

FRR: 4.00, FAR: 0.00

Iris

ICE 2005

244

FRR: 5.62, FAR: 0.00

Fuzzy extractor [25]

Fingerprint

FVC 2006-DB2, DB4

300

FRR: 20.08, FAR: 1.09

Biohashing [18]

Fingerprint

FVC 2006-DB2, DB4

300

FRR:18.03, FAR: 0.00

Non-invertible

Fingerprint

FVC 2006-DB2, DB4

300

FRR: 33.42, FAR: 0.00

transform [40]
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Fig. 1 Generic structure of a typical PPMAS

mechanisms used, a user defined secret key can be used during the enrolment and authentication phases. Figure 2 shows the block diagram of a typical feature level fusion based
PPMAS.
The challenge in developing a feature level fusion based PPMAS is how to properly
combine the biometric features with different feature representations. If the extracted features are homogeneous (e.g., the features are extracted from the right and left hand index
fingers), a weighted average can be used to construct the feature vector. On the other hand,
if the extracted features are non-homogeneous (e.g., the features are extracted from different biometric traits such as face and hand geometry), the feature vector can be formed by
concatenating the extracted features. The construction of the feature vector is difficult when
the feature sets are incompatible, e.g., the features extracted from fingerprint and face.
In [46], Sutcu et al. proposed a PPMAS where fingerprint and face biometric signals are
combined by fusing their features at the feature level. In order to have a reliable PPMAS, the
extracted features from fingerprint and face biometric signals should be insensitive to variations in the input signal such as scaling and rotation. To make these features insensitive to
input variations, the geometric transformation and singular value decomposition are applied
to the features extracted from the fingerprint and face biometric signals, respectively.
Also, a key generating mode based biometric encryption technique is used to protect the
fused features. A similar feature level fusion based PPMAS is proposed in [29], where two
different scenarios are considered. In the first scenario, multiple fingerprints are used as
inputs and in the second one, a fingerprint and an iris are employed as inputs. The fused
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Fig. 2 Block diagram of a feature level fusion based PPMAS

feature vector is obtained as a union of the individual feature sets. A fuzzy vault based
technique is utilized to make this fused feature vector safe in the database. In [46] and [29],
the tradeoff between authentication accuracy and the level of privacy is not analyzed.
In [28], to enhance the privacy of feature level fusion based PPMAS, fuzzy vault and
fuzzy commitment are used as privacy preserving techniques to protect the features originated from different biometric signals. In addition, the authentication accuracy and the
privacy preserving level of the proposed fusion framework are analyzed. The feature level
fusion based PPMAS in [37] employs palmprint, finger surfaces and hand geometry for
authentication. In order to increase the speed of authentication, hand geometry is used as
a non-obtrusive biometric. Moreover, cryptographic hash function is used as a template
protection mechanism.
Recently, iris and fingerprint traits have been used collectively to achieve higher authentication accuracy and higher level of privacy [12]. In this PPMAS, the privacy protected
version of the multibiometric template is generated by combining features using a position
index based mechanism. This mechanism ensures that it is computationally not feasible to
extract the individual feature sets from the combined multibiometric template. In [7], Dandawate et al. presented a PPMAS based on the biometric features of face, fingerprint and
palm vein, where the features are extracted via Curvelet transform, Gabor filtering and principal component analysis. The RSA algorithm based encryption is performed to protect the
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Fig. 3 Block diagram of a score level fusion based PPMAS

fused multibiometric template, where RSA is made of the initial letters of the surnames of
Ron Rivest, Adi Shamir and Leonard Adleman, who first publicly described the algorithm
in 1977. The PPMAS in [7] requires large computation power.

3.2.2 Score level fusion based PPMASs
In the enrolment phase of a score level fusion based PPMAS, the biometric features
extracted from different biometric signals are altered and stored in the database separately.
In the authentication phase, these stored features are individually compared against the
altered features derived from the received biometric signals. From the comparison, a set of
matching scores reflecting the amount of similarity will be returned.1 Then, these matching
scores are fused by a fusing technique to get a final score. Based on the final score, the system authenticates an individual. Figure 3 shows the structure of a score level fusion based
PPMAS.

1 Note

that altering the biometric features extracted from different biometric signals cannot be carried out
by the standard encryption techniques. The reason is that the matching score returned by comparing two
encrypted biometric features does not reflect the similarity of the two compared biometric features. Instead,
this can be done by techniques such as biohashing and indivertible transform.
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Compared to other types of PPMASs, there are not many reports on the score level fusion
based PPMASs in the literature. In [8], a mechanism employing the likelihood ratio statistics
is proposed to fuse the matching scores associated with multiple biometric signals. The
mechanism eliminates the need of selecting optimal weights for the fusion of the matching
scores. Another score level fusion mechanism is presented in [44], which can also fuse
multiple matching scores. The fusion mechanisms presented in [8] and [44] can work with
any privacy preserving techniques which do not negatively impact the measure of similarity
during the matching process.

3.2.3 Decision level fusion based PPMASs
In decision level fusion based PPMASs, several independent privacy preserving authentication modules are deployed. Each module extracts features from a biometric signal and stores
the altered features in the database. During the authentication phase, each module extracts
features from the corresponding received biometric signal, computes their altered versions
and then compares them with the stored counterparts. Based on the comparison result, each
module makes a separate authentication decision. Finally, the decisions from these independent modules are combined by a fusion criterion, such as majority voting [24], behavior
knowledge space [23], weighted voting based on the Dempster-Shafer theory of evidence

Fig. 4 Authentication phase of a decision level fusion based PPMAS
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[56] and AND/OR rules [9]. Figure 4 depicts the authentication phase of a typical decision
level fusion based PPMAS.
Most of the research outcomes in relation to the decision level fusion based PPMASs
are generic and mainly focus on developing different approaches to combining decisions.
Regarding privacy preserving, various techniques applicable to the unimodal PPBASs can
be used in the decision level fusion based PPMASs. For example, hash function and Shamirs
secret sharing scheme, which are two encryption techniques, are used in [26] to preserve
privacy. However, [26] does not provide adequate details about the implementation of the
system.
It is worthwhile to note here that the aforementioned three types of fusion mechanisms have their own advantages and limitations. Table 3 briefly compares the pros and
cons of those three fusion types. Based on the application requirements, a suitable fusion
mechanism can be chosen.

4 Watermarking as a fusion technique
Watermarking is a well-known technique for information security, which can hide important
information into a digital object. Here, the information to be hidden is referred as watermark
and the digital object concealing the watermark is known as the cover object. Watermarking
Table 3 Comparison of fusion based PPBASs
Fusion type

Features

Limitations

Feature level

– Redundant features are removed

– Fusion incompatible feature sets

fusion

before matching is performed
– Higher level of privacy

– Relatively difficult to implement as

(This is because, only the fused

most of the commercially available

and altered feature vector is stored)

products cannot be used directly

– Computationally efficient
– Generally requires smaller storage
Score level
fusion

– Widely used as it finds the balance

– Matching scores generated by the

between information content

individual matches may not be

and the ease of fusion

homogeneous, thus results in low efficiency

– Relatively easy to combine
matching scores

– Matching scores may follows different
probability distribution functions and
this can lead unpredictable performance

– Biometric signals with incompatible
features can be used
Decision level
fusion

– Easy to implement as most of the
commercially available

– Level of privacy is low compared to
other level fusions

matchers can be used
– Regardless of their feature sets,
any biometric signals can be used

– Redundant features may be used for
matching and this can reduce the performance
– Larger storage is required
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techniques can be applied to various multimedia objects such as audio, image and video
[32, 33, 57] and have been extensively studied in the context of copyright protection. Since
watermarking techniques do not introduce noticeable perceptual quality degradation to the
cover object and are robust to common attacks such as noise addition, they can be used in
PPMASs to protect privacy while maintaining the authentication accuracy.
In the early days of biometric related watermarking, the features extracted from fingerprints are used as watermarks [15, 38] but the watermarking approaches in [15] and [38]
suffer from poor robustness. To enhance robustness, Vatsa et al. proposed a system in [52]
to embed a binary (i.e., black and white) iris image into a face image, facilitated by a user
defined secret key. The watermarked face image is stored in the database. In the authentication process, with the help of the secret key, the iris and face images are recovered from
the watermarked face image stored in the database. Then, authentication is performed by
comparing the recovered iris and face images against their received counterparts. Different from [15, 38, 52], the PPMAS in [45] uses palmprint as cover image and the features
extracted from knuckleprint as watermark. A common issue for the PPMASs in [15, 38, 45,
52] is that, if attackers compromise the database, they can access the cover biometric image,
which could breach people’s privacy.
To tackle the problem of privacy leakage associated with database compromise, a possible way is to avoid storing the biometric related information in the database. For example,
the PPMASs in [16] and [54] store the biometric related information in a smart card which
the user carries. However, carrying a smart card could be inconvenient to some users and the
card could be stolen or lost. To deal with this issue, Whitelam et al. proposed a multi-layer
framework for PPMASs [55]. Under the proposed framework, the features of a face image
are watermarked into a fingerprint image. Then, the watermarked fingerprint image is hidden into an arbitrary cover image. After that, the encrypted version of the watermarked cover
image is stored in the database. A separate secret key is utilized at each layer of information
hiding. This multi-layer information hiding increases the level of privacy protection.

5 PPMASs in mobile and cloud computing
When we consider a multibiometric authentication system in terms of computational power
and storage, mobile computing and cloud computing are the two extreme ends of the spectrum. Both of them have being widely used in different application scenarios. However,
the multibiometric authentication systems based on mobile and cloud computing platforms
are more vulnerable to attacks, due to their dependence in third party software and hardware. Therefore, particular care must be taken in designing such systems so that individuals’
privacy will not be compromised.

5.1 PPMASs in mobile devices
Mobile devices (such as mobile phones and tablets) have become an integral part of our day
to day life, thanks to their rich functionalities and relatively lower cost. A mobile device
normally contains private information about the user such as personal contacts, messages
with sensitive information, private photos, browsing habits, etc. Hence, a reliable authentication mechanism is necessary to grant user access to the mobile device. Multibiometric
based authentication is a promising technology for mobile devices. For the mobile devices
which use multibiometric based authentication, the biometric data needs to be stored in
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those mobile devices. Because of this, if attackers can compromise a mobile device, they
can access the stored biometric information, which could violate the user’s privacy.
In the multibiometric authentication system proposed in [53], voice, gait and fingerprint
are used for authentication in mobile devices, with the aim of increasing accuracy while
decreasing the user effort in verification. The authentication is performed at different stages.
The unobtrusive biometric traits voice and gait are used for authentication at the initial stage.
If the initial authentication fails, then fingerprint will be utilized for authentication at the
second stage. In [11], gait and fingerprint are employed for authentication. In the authentication process, gait and fingerprint are compared separately. Then, based on these comparison
results, a score level fusion is conducted, followed by performing the final authentication.
Recently, the biometric trait chirography, which is based on user writing, together with face
and voice is used in [2]. Also, a policy layer is defined to ensure the quality of the gathered
biometric signals.
However, none of the afore-mentioned multibiometric authentication systems [2, 11, 53]
explicitly considers privacy protection of the received biometric signals. Actually, the current research on multibiometric authentication systems for mobile devices does not pay
enough attention to preserving the privacy of the biometric signals involved. To develop
PPMASs in mobile devices, the biometric template protection mechanisms, which require
low computational power and storage, can be employed. For example, a key generation
based technique, such as fuzzy extractor, is well suited for privacy protection in mobile
devices due to its low storage overhead and low computational complexity.

5.2 PPMASs in cloud computing
Nowadays, huge volume of data is generated from various sources, shared and transmitted in unprecedented rates. Clouds are considered to be an effective platform to cope with
such data as they can provide large storage and high computational power with flexible
infrastructure option and low cost. However, since most clouds are owned and managed by
independent third parties, the private data stored in clouds should be protected properly. In
the context of cloud computing, an authentication mechanism should not only protect the
confidential data but also protect the data used for the purpose of authentication.
So far, PPMASs have not been extensively used in cloud computing and there are few
PPMASs reported in the literature. The one in [42] uses behavioral and physiological biometric traits to protect the data in clouds. Specifically, it combines the features extracted
from voice, iris and fingerprint signals to generate a key vector and then the generated key
vector is used to encrypt the user’s sensitive data. The encrypted data is stored in clouds.
Since neither the user data nor the biometric information is stored in clouds, the user’s privacy is well protected, even if an attacker can get access to the encrypted data in clouds. To
retrieve the stored information, the three biometric traits from the genuine user are required
simultaneously.

6 Challenges and future directions
Conceptually, a properly designed PPMAS outperforms all other types of BASs in terms of
authentication accuracy and privacy protection. Although some PPMASs have been developed in recent years, they are still facing various issues. In this section, we will discuss some
of the major challenges and future research directions of PPMASs.
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Biometric feature alignment: In BASs, during the authentication stage, the received
biometric features and their stored counterparts need to be aligned before they are compared. Biometric feature alignment is a challenging issue, even in the traditional BASs
[17]. It is understandable that the problem of misalignment will be more severe in
PPMASs as fusing features from multiple biometric signals will magnify misalignment.
One possible solution to this problem is to supply auxiliary alignment data to the system
to assist feature alignment. However, these additional alignment data may potentially
leak confidential information about the stored templates. To cope with this, one can
hide the alignment data as watermarks into a cover object such as an image. Based on
the mechanism used in the PPMAS, if necessary, a geometric invariant watermarking
algorithm such as [57] can be used to hide the alignment data (Table 4).
Selection of biometric traits: There are many biometric traits available for use in BASs,
such as fingerprint, iris, key stroke pattern, hand geometry, palm print, retina, signature, gait and voice. As a general rule, factors such as universality, distinctiveness,
performance and acceptability, should be considered in the selection of biometric traits.
Table 5 shows the comparison between some of the popular biometric traits. Among
these, fingerprint, iris and face are commonly used in several applications due to their
high authentication accuracy. Table 6 shows the example error rates of highly popular
biometric traits. Moreover, comparisons such as the one presented in Table 4 clearly
shows the advantage of properly combining multiple traits in a BAS.
Furthermore, properly selecting biometric traits could also provide additional functionalities such as liveness detection [6]. To choose the suitable biometric traits, one can
divide all of the available biometric traits into groups, such as behavioral and physiological
based traits, and a trait from each group can be selected based on the application requirements.In addition to that, when selecting biometric traits for a PPMAS, we should bear
in mind the ability of the PPMAS in resisting attacks such as spoofing attack.
Utilization of hybrid clouds: Technological forecasts predict that the use of clouds in
information storage and processing will increase dramatically in the near future. This
inevitably increases the need for the protection of user data in clouds. The biometric
based authentication and encryption techniques will play an important role due to their
inherent advantages, e.g., their user friendly nature. However, the biometric information of individuals is highly sensitive, so the corresponding biometric data should be
distorted and stored in a very secure place. This can be achieved by using hybrid clouds,
which consists of private and public clouds. In a hybrid cloud environment, a large part
of the data can be encrypted using a secret key and stored in the public cloud. On the
other hand, very sensitive data together with the distorted biometric features can be
stored in the private clouds which are normally owned and administrated by the data
owners.

Table 4 Objective comparison of performances of single and multiple biometric traits
Method
Method in [22]
Method in [41]
Method in [13]

Trait(s)

FRR(%)

FAR(%)

Palm print

2.04

4.49

Palm print and hand geometry

1.41

0.00

Fingerprint

24.85

0.01

Fingerprint, face, and hand geometry

1.78

0.01

Face

61.24

0.01

Face and fingerprint

6.60

0.01
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Table 5 Comparison of biometric traits
Biometric traits

Advantage(s)

Disadvantage(s)

Fingerprint

– High authentication accuracy

– Not very robust against
spoofing attack

Iris

Key stroke pattern

– High distinctiveness
– High authentication accuracy
– High distinctiveness
– High universality
– Medium robustness against
spoofing attack

Hand geometry

– Easy to collect

Palm print

– High authentication accuracy
– High distinctiveness

Retina

– High authentication accuracy
– High distinctiveness
– High universality
– High authentication accuracy
– High distinctiveness
– High universality
– Moderate universality
– Moderate universality

Signature

Gait
Voice

Lip

Dental

–

– Difficult to collect

– Low authentication accuracy
– Low distinctiveness
– Low universality
– Moderate authentication accuracy
– Moderate distinctiveness
– Moderate universality
– Moderate universality
– Not very robust against
spoofing attack
– Difficult to collect

– Very vulnerable to spoofing attack

– Easy to collect
– Consistent compared to behavioral
biometrics
– Moderate universality

– Low authentication accuracy
– Low authentication accuracy
– Low distinctiveness
– Very vulnerable to spoofing attack
– Low authentication accuracy
– Low distinctiveness
– Low authentication accuracy
– Not very robust against
spoofing attack

Mobile implementation of PPMASs: Mobile devices are used for various applications,
including browsing Internet, mobile banking and storing private multimedia contents.
Due to the advantages that biometrics can offer, biometric based authentication has
been introduced into mobile devices by some major mobile device manufacturers such

Table 6 Performance of
different biometric traits [10]

Traits

Data set

Performance (FRR/FAR)

Fingerprint

FVC 2006

2.2/2.2

Iris

ICE 2006

1.1–1.4/0.1

Face

FRVT 2006

0.8–1.6/0.1
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as Apple and Samsung. It is expected that the other mobile device manufacturers will
follow the course. In order to simultaneously increase the authentication accuracy and
protect the users privacy, PPMASs are essential to these mobile devices. To our best
knowledge, there has been no reliable PPMASs developed for mobile devices. The
design of such PPMASs should ensure that the PPMASs are computationally efficient
and adjustable based on users requirements, require small amount of memory, and can
support different mobile operating systems and hardware configurations.
Standardization of PPMASs: Standardization is of ultimate importance in the context
of the practical implementation of PPMASs. Since a PPMAS includes a number of
modules involving multiple software and hardware platforms compared to other BASs,
it is very necessary to have standardized modules. In relation to biometric related
authentication, a standard was developed to provide guidelines on low FAR and privacycompliant management and processing of biometric information, which is mentioned in
ISO/IEC 24745 [19]. Other standards developed for traditional BASs include standards
for quality assessment and feature extraction modules. However, there is no report on
international standards developed for PPMASs. In the development of standardization
for PPMASs, the above-mentioned standards for traditional BASs can be incorporated
with little alterations. Nevertheless, due to the nature of PPMASs, special standards on
the fusion of modules and sensor units must be proposed to ensure the compatibility
of these modules and sensor units. Eventually, a unified international standard should
be developed for PPMASs, before PPMASs can take over the traditional authentication
systems in real world applications.

7 Conclusion
Developing a privacy preserving biometric authentication system while achieving higher
authentication accuracy is a challenging task. To simultaneously achieve higher level of privacy and authentication accuracy, PPMASs have been developed. This paper covers several
aspects of PPMASs. In this paper, the basic framework of PPMASs is outlined and then
the motivation behind the development of PPMASs is provided. In addition to that, requirements of PPMASs in terms of authentication accuracy, privacy and other requirements such
as efficiency and storage are presented. This paper also discusses current privacy preserving
techniques used in PPMASs and compares them in both qualitative and quantitative manner.
Moreover, existing PPMASs are grouped based on the level of fusion and then advantages
and limitations of these groups are compared. Furthermore, PPMASs using watermarking
as a fusion technique are discussed and their drawbacks are presented. In addition to that,
possible usage of PPMASs in mobile and cloud computing are discussed. In this paper, we
have identified the challenges and provided future directions of PPMASs with regards to
important aspects including proper selection and usage of biometric traits and standardization of PPMASs. It is hoped that the review and analysis presented in this paper can assist
and motivate researchers to develop more effective and efficient PPMASs.
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