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1:void function(char *string) (2)
— 2:{ char buffer[20];
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4}
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5:void main(int argc, char *argv[] CODE
6:{inta, b;
7: if (argc > 1)
8. function(argv[1]); <+—+1IP
9} | addressof |3)
evil code
1
1
5) |sp | buffer[20] |SFP|RET| string | a | b | !
1
X I
! I
main() function() St
LEGEND
FP FP1 FP | Frame Pointer
@) IP Instruction Pointer
VARS VARS1 RET| Return Address
SFP| Saved FP
spP SP1 SP | Stack Pointer
VAR{ Variables

























v

JMP

Rest of overflow shellcode

CALL

STRING



















R N W N O O N

[ON|

TCP/IP

Application

Application

Presentation

NOT PRESENT

Session NOT PRESENT
Transport Transport
Network Internet
Data Link

Physical

Host-Network










ARP: 00:00:E8:D2:3B:DF has 146.231.128.|1

J7 E DEST
SRC o
="

E W W
" ¥ ¥ 3

ARP: WHO HAS 146.231.128.1 ?







(SEQ=100),(FLAGS=SYN)

i’

(SEQ=300),(ACK=101)
(FLAGS=SYN,ACK)
o8 < Z |08

(SEQ=101),(ACK=301)
(FLAGS=ACK)

3

HOST A HOST B




STATE FLAG _ DIRECTION SENT
CLOSED SYN — >
ESTABLISHED | ACK <+—
FIN_WAIT1 FIN >
FIN_WAIT2 ACK <t+—
FIN <t+—-
TIME_WAIT ACK —D

CLOSED










ort 23

?

SPort 5000

l

CLIENT

[ (s

SERVER









_ T

{I—"uj

SEF\W‘ER

‘—.d:l_é.”—’




Router








































(1)

Server

ICMPD

Firewall

Allows ICMP
Messages

e













= B oS

o8 b
||| ||| | Router 2

Router 1
[ | | |
Switch

Te o9




/home E NFS Server

(username,password)

=

{ ]t

NIS Server

‘CrASS

!
n

B
il

|
L.T.w

I
=

Worstations runnin

«

Linux









Unseen
Internal
Network

_[:[m
X
il O

FIREWALL

Authenticated access
except for mail













l |
Router 1 Router 2

l Backbone |
—| switcn ﬁ
CAT LION
DOG
Blocks NFS Router 3

vy vy























































Inside

Network

Accepted

Outside World

Telnet Connection
<]

DST

!

=

IC

Message
Denied

SR

i




Application Proxy

1

2

Actual

D

< Communication

[ Gs_eF \7ir_tu_al_(§o_m_m_uﬁi6a_ti5n_ - P -

=
CLIEN
(Inside)

=
SERVER
(Outside)






— o
=5

o = = =
= =" =T =













B Pycket Switch E—

-

|
3
=

l




Router




]
Router 1

Blocks NFS from
outside world

"""" Permitted NFS
NFS Request Jui{Client

Network Backbone '

NFS
Server

Blocks NFS from

Router 2 internal network

Blocked
NFS request

-
























Interface 1
10.20.30.1

Router

o8
ALY

‘Interface 2
10.20.40.1






















| External Network

OUT-FACE
Packet
Filter

IN-FACE
=

Internal Network
(20.20.30.0)






























: External Network

35.30.40.15

20.20.20.1

=
OrkxLlL

=

Internal Network?2
(20.20.30.0)









| External Network

35.30.40.15
Packet
Filtering

Application

Gateway

MAIL Igl

| \#I \ﬁ'_l | 1 Igl |

Internal Network1 Internal Network?2
(20.20.20.0) (20.20.30.0)




L External Networks |

Appliation [T Packet Appiicagon’
Proxying Filtering —>|  Proxying

J; ,

Internal Networks































